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Introduction 
The Global Trust Repository (GTR) is a software platform set up to detect falsified COVID-19 vaccines 

and protect the safety of supply chains. To do this, vaccine manufacturers submit product pack batch ids 

and serial numbers to the GTR, and barcode scans by users of the vaccines are validated against these 

data. Verification is carried out either on mobile devices interacting directly with the GTR, or through 

data exchange between existing country verification and traceability information systems and the GTR 

Application Programming Interface (API). 

This document defines the different types of data held and generated by the GTR, the individual data 

elements that make up each type of data, the various user roles that interact with the GTR, and which 

data each role has access to. Many of the data are sensitive and could be used by criminals to create 

falsified barcodes, and thus access to these and other data are strictly controlled when necessary. The 

document is based on the 9 core principles of the GTR.1 

 

Figure 1: GTR Data Flow 

 
1 9 Core Principles of the GTR 

https://unicef.sharepoint.com/:w:/r/teams/SD-PTEG/_layouts/15/Doc.aspx?sourcedoc=%7BBC4BDA1C-D29E-4F31-8FA4-2D620025A40F%7D&file=GTR%20Principles.docx&action=default&mobileredirect=true


Data Definitions 

Administrative Data 
Administrative data consist of information that is used and generated by the software platform as part 

of normal operations and is not related to the verification of products. Data include monitoring, 

performance and audit information, and information used to enable users to login to the system and to 

determine which data each user should have access to. 

Illustrative Data Elements: Username, Password (encrypted), User Role, User Contact Details, Activity 

History 

Aggregate Trend Data 
Aggregate Trend Data are data generated from counts and sums of the number of verification events 

sliced by one or more facets. These data can be used to identify trends and provide participants with 

data to monitor the performance of the GTR while not exposing sensitive event level data such as serial 

numbers 

Illustrative Data Points: Number of events by day or by country. Data will be disaggregated by facets – 

Date/Time, Country, Location, Product, Response Code, Manufacturer and Batch 

Barcode Batch and Serial Identification Data 
Batch and Serial Identification Data are encoded into the barcode by the packer or manufacturer, or 

during national serialization. These data are submitted to the GTR by the Onboarding Partner (OBP). 

Illustrative Data Points: GTIN, Batch Identifier, Serial Number, SSCC, Expiry Date 

Configuration Data 
Configuration data contains thresholds for alerts and notifications, and validation rules. 

Illustrative Data Points: Number of verification error responses triggering an alert 

Manufacturer Master Data 
Master manufacturer data include business details about the onboarding partner. 

Illustrative Data Points: Business Address, Organization Name, Contact Email Addresses, Contact 

Telephone Number 

Product Master Data 
Product Master Data are generally available and describe a products identification and attributes, based 

on GS1 standards. 

Illustrative Data Points: Global Trade Item Number (GTIN), Product Description, Brand Owner, 

Information Provider Global Location Number (GLN). 

Suspect Activity Data 
Suspect activity data is generated as verification events are submitted to the GTR and these events 

trigger configured alert rules, for example multiple verification events for the same serial number in 

different geographies, or verification events where the product expiry data is different to the expiry date 

supplied by the OBP. Investigation workflows will be triggered for authorized parties who subscribe to 

these alerts. 



Illustrative Data Points: Linked list of unique event ids, Alert Code 

Verification Event Request Data 
Verification Event Request Data are transactional data generated by verification users either using a 

mobile application or a 3rd party system to scan a product barcode. These data are submitted and stored 

by the GTR and are the core records used to determine if products are suspected to be falsified. Geo-

coordinates are sensitive and sharing will need to be discussed with country authorities, and lack of 

these data will mean geographic checks may not be possible.  

Illustrative Data Points: Barcode Batch and Serial Identification Data, Event Identifier, Datetime, 

Coordinates, User Role Type [Optional], Location [Optional], Request Source 

Verification Event Response Data 
Verification Event Response Data are transactional data that consist of the identifier of the submitted 

event, and the response code detailing the success of the verification, or the reason for failure.  

Illustrative Data Points: Event Identifier, Response Code 

Data Element Definitions 
User Role Type:  The user’s role, e.g., verification user, system administrator 

User Organization: Optional field detailing the organization of the user e.g., Ministry of Health of 

Rwanda 

Response Code: A coded response indicating whether the verification was successful or the reason for 

the verification failure or alert. 

Event Identifier: A globally unique event id generated for every verification event. 

Coordinates: The latitude and longitude captured via GPS for each verification event. 

Location: A location code inferred from the coordinates (e.g., closest facility) 

Request Source: The source of the verification event, either Mobile Application or the API Verification 

Organization 3rd-party platform name 

Alert Code: A code indicating suspect activity for a product 

 

Role Definitions 
GTR User Roles fall into one of four broad types: No Access, Onboarding Partner, Dashboard User, 
Mobile Application Verification User, and API Verification Organisation. The ‘No Access’ type specifies 
that members have no access to any data, and all organizations and users that are not explicitly 
members of ither roles have ‘No Access’ as a default. For example, unauthenticated public users and 
users from research institutions and law enforcement agencies have no access, and any requests for 
data would need to be submitted to the GTR SteerCo according to the appropriate operational policy. 
 



API Verification Organization Role Type 

API Verification Organization 

Definition: An API Verification Organization manages and/or develops a 3rd-party application that 

submits verification events to the GTR, and receives verification response codes, via the GTR API. The 

organization manages users scan product barcodes using 3rd-party application, and data are stored 

within this application.  

Data Access: Verification Event Request Data and Verification Event Response Data generated by all 

users using the 3rd-party application 

Purpose for Access: Organizations and/or countries may have existing verification systems that will 

leverage the verification service of the GTR, or they may want to develop new ‘3rd Party’ mobile or 

other applications for this purpose. An example of such a 3rd-party application is an existing country 

logistics management information system (LMIS) that includes functionality to scan barcodes. 

 

Dashboard User Role Type 

Country Authority Dashboard User 

Definition: A Country Authority Dashboard User will access the dashboard to track, monitor and 

respond to verification events and the corresponding suspect activities. 

Data Access: Users with this role will need access to Aggregate Trend Data. They may also need access 

to specific Batch and Serial Identification Data to work with manufacturers to trace suspect activity.  

TBC: Country access to serialization  

Purpose for Access: The country authority is involved in the investigation of suspect activity and failed 

verification events, and the identification of sites in their country where verifications are failing, possibly 

due to hardware configuration or training issues. 

Onboarding Partner Dashboard User 

Definition: The Onboarding Partner (OBP) is the brand owner of the product, who supplies the batch 

and serial identification information to the GTR.  This role is responsible for investigating suspect 

activity. 

Data Access: The OBP will have access to Aggregate Trend Data for products they have supplied. These 

data will have product, country, response code and alert codes, and location facets included. In cases 

where suspect activity needs to be investigated, detailed granular event information may be necessary.  

Purpose for Access: This role needs information to investigate suspect activity and verification failures, 

as well as to monitor GTR operations involving their products. 

Procurement Agent Dashboard User 

Definition: A procurement agent is an organization that actively procures products that are supported 

by the GTR platform. 

Data Access: Aggregate Trend Data with Product, Country, and Response Code facets for products the 

organization has procured. 



Purpose for Access: This role will access verification event trends and suspect activity to monitor supply 

of procured products. 

System Administrator  

Definition: The System Administrator is responsible for day-to-day management of all data in the 

platform on behalf of the GTR participants. This role is technical in nature, and members will be part of 

the technology solution vendor technical team. 

Data Access: The system administrator needs access to all data stored and generated by the GTR. 

Purpose for Access: This role requires access to all data to facilitate the daily operations of the GTR, and 

to respond to user support requests. 

Supply Chain Champion / Funder Dashboard User 

Definition: A Supply Chain Champion / Funder is an organization that is funding, directly or indirectly, 

the product and devoting significant resources, including technical assistance, for product roll-out and 

administration. 

Data Access: The Supply Chain Champion will require access to Aggregate Trend Data with Batch and 

Country facets for the countries they are active in.  

Purpose for Access: The Supply Chain Champion will link Aggregate Trend Data to other data sources, 

which specify the intended destination of products, to identify diverted products. Linked data can also 

be used to calculate Supply Chain Velocity, to determine time taken for products to reach their 

destination.  

Mobile Application Verification User Role Type 

Mobile Application Verification User  

Definition: Mobile Application Verification Users scan product barcodes using the GTR mobile 

application. These verification events are submitted to the GTR and a response indicating verification 

success or failure is returned by the GTR. The users will use the GTR mobile verification application. 

Data Access: Verification users will have access to all data which they submitted to the GTR, as well as 

the response code of the request 

Purpose for Access: Mobile Application Verification Users need access to the history of their event 

submissions, and access to the response code to identify whether the verification was successful, or in 

the event of a failed verification or suspect activity alert, the reason for the alert or failure. 

Onboarding Partner Role Type 

Onboarding Partner Organization (OBP) 

Definition: The Onboarding Partner Organization is the organization that is represented as the brand 

owner of the product and is expected to be the organization that will supply Barcode Batch and Serial 

Identification Data to the GTR. Non-manufacturers which carry out the serialization for the OBP, such as 

Packers, will submit these data to the GTR via the OBP. 

Data Access: Product Master Data, Manufacturer Master Data, Barcode Batch and Serial Identification 

Data for the organization’s products. 



Purpose for Access: These data are generated, owned and submitted by the OBP. 

 

Data Access  
To ensure that data generated and submitted by verification users and the OBPs are kept secure, data 

access will be allowed for each role only where there is sufficient rational. Data access is detailed in this 

document and follows the core principles of the GTR which specify that patient and user data should be 

kept confidential and stored securely, and that participants who create the data own that data.  

Users of the dashboard and the verification applications will be required to accept an end user license 

agreement detailing how any data they generate may be used. Non-disclosure agreements will be 

signed by participants, detailing that data may not be shared or used for purposes other than those 

specified and agreed to.  

It should be noted that the product serialization data is highly confidential and should not be shared as 

these data can be used to create fake barcodes.The following chart details data access rights for each 

data element per role. Data elements are marked as optional or inferred where appropriate and color-

coded to indicate whether a role has access to all data of that type, just the data that is owned by the 

role, or data from the countries where they are active and have the relevant permission. For example, 

Manufacturers have access to all information on their own products (blue), but not for products from 

other manufacturers, and country authorities may see data generated by users in their verification 

sites(green), but not information from other countries. System administrators have access to all data, 

regardless of who generated them (green). Procurement agents and Supply Chain Champions may see 

data from the countries they are active in (orange). 

 

Figure 2: Data Access Matrix 

In summary, serial numbers are not shared and trend data giving information on the number of events 

per product and/or country are sensitive as well and will not be shared without explicit permissions 

being provided. 



Change Management Process 
Changes to this Data Access Protocol shall be made according to the Data Governance Protocol. 

New data elements may need to be collected as the functionality of the GTR expands, new roles may 

need to be added, or more granular data access permissions may need to be developed.  

Data Protections  
It should be noted that UNICEF has privileges and immunities that will protect GTR data from access by 

governments or third parties in the event that these parties request exceptional access. These 

immunities and privileges are specific to UNICEF as a UN agency. If and when the GTR is hosted by 

another entity, this should be taken into account. 

 

Appendix A: Aggregate Trend Data Examples 

Total of Alerts per Country 

 



Total Scans and Percentage Alerts 

 


